UROCK...

Safeguarding your information is our mission
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 Background

Security

Information Security Products and
Policies are required for Information
Leakage, Incident Response, etc.

High Expense

Need to Numerous costs such as
infrastructure, manpower and
spending time
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Expert

Experts are needed to propose,
introduce, and operate customized
policies and solutions.



« About Us

# Consalting for
Digital Forensic Lab

- Oman NDFL

Oman National Digital Forensic Lab

- Tanzania Gov.
TANZANIA COMMUNICATIONS
REGULATORY AUTHORITY

I III PROSECUTION SERVICE

ASIANA AIRLINES"

c].. CHEILJEDANG

# Training for
Digital Forensics

HYUNDAI

MOBIS

@ LG Electronics

)q Korea Internet &
KISA . Security Agency

i KOREA

UNIVERSITY
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# R&D

ELUON

@ Shinhan Bank

c].. CHEILJEDANG

\

PSS

v

2018
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 Products

o GRoOCK..

Entrance
« Speed gate for

Mobile devices

Gate ManageD

Compliance

Management &
Regulations

M-SecuManager
F-SecuManager

e Easy to Use

e Simple

End-Point
Investigation & Audit e Fast

@FAS Pro, DFAS EnQ




- Solution

Products Position in Flow
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24
i

- Gate Entrance

L Checking the security
seal for Mobile Device

- D

~
~
~

Security
Monitoring

Forensically
investigate with the
regular schedule

- -
-

DFAS Enterprise

. . Security

A ) Management
' ! Data Sanitization

Compliance

IT Recycle

M-SecuManager

. g F-SecuManager

Investigation
Incident Response

Field Investigation

®

DFAS Pro
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Gate Entrance

Checking the security
seal for Mobile Device

Gate Manager Security scanner for smart devices in visiting time range at the gate.

DFAS GM
Simple and convenient smart device security
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a7 277M8
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Simple Ul and UX Forensic investigation report with thumbnails
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Security
Monitoring

Forensically investigate with the regular schedule

DFAS Ent. Remote forensic investigation solution in enterprise.

You can simply perform information audit

anytime and everywhere by just clicking DFAS Enterprise.

ArgOS DFAS Enterprise ‘ : -
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®DFAS Enterprise

Monitor

High-Risk Monitoring
ex) Reinstall OS, USB detect... )

Notification for
Unauthorized Action

Audit

Selective Audit
(Collecting the data)

Analyze

Analysis the data

Automatically generated
reports
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Investigation

Incident Response / Field Investigation

Explorer File Type Analysis result Bookmark
= [ ) CASE_201711271147
B[] 5 cfreds_2015_data_leakage_pc.E01 (2...

DFAS Pro Automatically investigate user behaviors in forensic manner. @[] 1804-0125: INTFs] (100 MB)
=-[] ° caoc-7a48: [NTFS] (19.9 GB)

||, File Type
|- @ Document file ( 1,005
Explorer HeTypeBookma'k [ Add to bookmark  @BExportist | Qsearch ¥4 Refresh * ( )
@ () Compressed file (52)

B Evidence manager

=] Analysis result = e i
: Start:2010-11-21 13:42:28 121 13:4 - @& Media file (5,420)
s Overview = W Total (26 /357) ~l 0 No. name Path
5 [E) Live information £3 Resdent registration number (0/0) m 1] 7emoer.t.. cAcCTA®M... | | B b Mail file (2)
® Emal (2/2) [m] 2 ] 6KQUYSZZ.t.. CAOCTA4:HW...
M Syt formaton W Bark sccaunt (0/0) m} 3 zz‘;osvoo t.. CAOC-7A48:W. L Others (0)
@ Jg User information & CredtcardNo. (3/3) . . =
5 W Fie analysis B 2K ~ Al files
@ #- L1 Mail analysis (Contents
[E ] TN U Selcted e
1 KRTBCOOKIE_57
B 2476-ui di 3052188718541915848 #- 3 Deleted file
Mai RN
A .
5355433216 Encrypted File
B Fie keyword - & w
= Mail keyword Contents Hex Pic Native w8 HashSet File

Re-Production of Information

Collect Q Create Store Modi ‘

Change Format Backup Upload Citation/Ref.

&» B
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Data Sanitization / Compliance /IT Recycle
F-SecuManager Forensic Imaging & Erasing all-in-one solution.

With bootable USB, you can easily manage various systemes.

No need to disassemble devices.

v' Preserve data as evidence
v Manage retirement employees
v' Forensic readiness

v' Securely recycle your IT resources

L

' .
- IIIIZI:T—_ ~ Secure Erasing support
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Smart mobile erasing solution for Android & iOS

M-SecuManager

M-SecuManager is

High Secure Erasing Solution.

A/ M-SecuManager

Fast / Expandable /Customizable

| PoRT-1 ORT -6

@»l@l"ﬂ
. - ] -

Unlimited Connections for devices

( Support for compliance >

< Monitoring status of erasing >

( Generate report and search job task >
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ﬁ) Secure erase
— > .
Compliance

Data Sanitization / Compliance /IT Recycle

Erasing for
sensitive information

Generate Report
Support Regulations

Implement erasing process
Manage tasks logs

No more shredding
IT Recycling



« Business Strategy.

Step #1 B2B

Step #2 B2G

GRoOCK..

Step #3 B2C

Finance, Manufacturer, Consulting

Security Compliance.

Incident Response

Information Audit

ex) Manufacturer, R&D,
Entertainment, Bank, Insurance,

Military Service, Intelligence

Law Enforcement

USECASES

Forensic Investigation

Homeland Security

ex) Police, Military Service,

Prosecutor, Intelligence
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Plan for Platform Service

Personal Security Service

ex) Smart Device User,
Victim of Cyber crime,

Personal Issue



 Team

) CEOat UROCK, 2018~ djk O CK Inc.

@ Over 15 years of experience in Digital Forensicsand IT
) Adjunct Professor of Ahnsan Univ. 2018 ~
@ Project Manager of Digital Forensic R&D

@ Digital Forensic Consultant to build Oman National Digital Forensics Lab

@ CTOat UROCK, 2019 ~ - @ CSOat UROCK, 2022 ~ & PSTeam Manager at UROCK, 2021~
@) OverT2years of Full-Stack Software Developer oy @ Overl5years of experience in Digital Forensics and IT ";.'" y @ Over10years of experience in Digital Forensics and IT
¥J) Server/Client for Secure SSL Protocol Application, etc. V) Trend Analysis for Cyboer Securi 4
Y PP ‘X Y ] - ] Y ] v ) . @ Forensic Solution Design and Business Management
@ Languages as C, C++ MFC, Python, ASP.net, etc. @) Forensic Solution Design and Business Management, Brent
Hart Internal Information Audit Consulting
a @ Manager at UROCK, 2022 ~ @ PSTeamat UROCK 2020~ @ @ PSTeamat UROCK,2021-
' Yy @ OverSyears of Full-Stack Software Developer é & OverSyears of experience in Digital Forensics and IT - / & Over8years of experience in Digital Forensics and IT
A @ R&D for Cyber Security, LIMS Project, etc. _» @) Field Acquisition &Analysjs ' [\ @ Digital Forensic Readiness,
i Languages as C. C# ASP.net. PHP. iOuery. React Internal Information Audit Consulting Seon Internal Information Audit Consulting
& Languag ,CH, t, PHP, jQuery, Jay

lan
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 Thank you

o GRoOCK..

Secure your company
with UROCK

[=]:[x]
o
[=] e

UROCK Inc.
CEO | You Bong Seok

M. +8210 9017 7370
T. +8270 8670 9016
E. hello@urock.kr

[13449] Room 467, 4F Jeongboboho cluster, Gieobjiwonhub, 815, Daewangpangyo-ro, Sujeong-gu, Seongnam-si, Gyeonggi-do
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